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RFID introduction
What is RFID?
RFID stands for Radio Frequency IDentification.
It is an automatic identification method that
uses radio waves to transmit the data between
the reader and the tag that contains the item
data.
The tag is an electronic device with an integrated circuit and an antenna. We can distinguish between active and passive tags:
Active tags have a built-in battery whereas
passive tags do not. This application note
refers to passive RFID systems. The integrated circuit contains a unique serial number,
some read/write memory used to identify
the item, and handles the communications

protocol between the tag and reader.
The reader collects the information from the
tags. The reader sends commands, data and
energy to the tags by means of an antenna
that can be external to the reader (conveyors,
dock doors) or built in (hand held, desktop).
The reader can be connected to the company
Local Area Network (LAN) to exchange information among the different information systems through the middleware. This middleware defines how and what information is
shared between RFID and the local databases
including item reference and description,
batch number, expiry date, process status.

What are the benefits of using RFID in your business?
RFID is not intended to substitute bar codes,
in fact both are complimentary identification technologies, and in some cases they
can exist together. The determination of
when to use RFID technologies instead of

Bar code deficiency
Line of sight technology

bar coding should be driven by whether RFID
can improve an existing business process.
There are some powerful features that make
of RFID a real breakthrough in the automatic identification technology:

RFID improved solution
Able to read hidden items out of the line of sight, even inside a box or pallet
without the need to open it

Only identifies items generically and not as unique

Read and write information unique to each item, like serial and batch number,

objects. Limited storage capacity

process conditions, user data. Larger storage capacity.

Label must be clean and not deformed. Cannot with-

Works effectively even in harsh environments: Insensitivity to dirt, humidity,

stand harsh conditions like humidity, high tempera-

can even read through liquids or high temperature

ture, corrosive liquids, harsh material handling
Slow reading and labor intensive

Fast reading: possibility to read many tags simultaneously in just one second.

Poor tracking technology

Possible to program the reader to track a specific item, i.e. a certain model and
size of a shirt on the shelf

Open information, no protection possible

Encrypted data with passwords for reading and writing.

No potential for further technology development

This technology can be improved due to new chip and other innovations
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What is RFID used for?
There is no specific application area for RFID, but some identification
needs that RFID make very easy:
• Asset tracking: for each asset the tag contains information like inventory number,
description, user, maintenance situation.

• Personal identification: new passports
make use of RFID chips to keep secure
identity information.

• Food traceability: each SKU (stock keeping
unit) has the reference and batch numbers, expiration date, producer, customer
reference…

• Counterfeiting prevention: original products
have the serial number stored into the chip.

• Process control: each manufacturing unit
holds a tag with information about the

• Animal identification.

process parameters and completed steps.

• Luggage tracking in airports, such as Las
Vegas or Hong Kong.

And any other object that moves or can be
hidden!

What are the limitations of RFID?
Although it has many advantages, there are some limitations from different points of view:
• Technical limitations intrinsic to the technology:
– Limited read range from 10 cm to 10 m,
depending on the reader power and tag
sensitivity.
– Radio frequency waves are absorbed by
liquids and reflected by metals, greatly
reducing the reading distance. This means
that identification of items containing or
surrounded by metal and liquids is difficult.
• Return of investment: before implementing this technology one should study what

benefits the user will get out of it, and
when possible, study what savings will be
achieved. In some cases RFID is simply
needed to comply with certain mandates,
like batch tracing or asset control
improvement, so a ROI would not be needed.
• Users have to get used to it. Though it is a
very friendly and reliable technology, people will have to change their way of working, and rely on a device (the tag) that
keeps their information but can only be
read with the reader.

RFID introduction
How does RFID work? What is needed?
Four components are needed for RFID
deployment: tags, readers, air protocol and
middleware. Now let's see how do they
interact with each other:
The reader sends out a carrier frequency
using its transmitting antenna. This wave is
powerful enough to wake up the tags in the
interrogation zone; its properties (frequency,
amplitude, baud rates and commands) are
defined by the air protocol. In other words,
the air protocol defines the language
between the reader and the tag, so both
components should support the same air
protocol to establish the communication.
When the tag receives the carrier wave, the
IC is activated and responds with the UID
(Unique Identification number). The tag has
no battery, so the only way to transmit the
information is to reflect the carrier wave
(similar to a transponder) back to the reader.
Once the communication is established, the
reader can send commands to write to the
tag memory, retrieve
part of the information
or even destroy the tag.
And finally the middle-

ware links the IT infrastructure with the
reader, supplying the information to be written to the tag and collecting the information
read.
Choosing properly each component is essential to achieve optimal performance of the
installation:
There are many different types of readers.
Industrial long range readers for transport
conveyors, forklifts and dock doors, hand
held readers for manual reading, desktop
readers for document. Industrial readers
support operating with several multiplexed
antennas to ensure proper coverage of the
interrogation zone. The readers can be linked
to the LAN directly (using wired or wireless
Ethernet) or through a bridge computer.
With respect to tags, again, there are many
different options from very simple and cheap
inlays (a PET foil with the antenna and IC
unprotected on top), to the printable labels
and robust encapsulated industrial tags.
Special features are also available in the
market, like protection against chemicals,
high temperature operation and storage and
operation in metal environments, ending up
in a more professional and expensive tag.
The air protocol has to fulfil the application
requirements in terms of read/write speed,

LOCAL AREA NETWORK
MIDDLEWARE
RS-232, USB OR ETHERNET
READER
AIR PROTOCOL
TAG
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Passive RFID technologies
There are 3 main technologies optimized for different environments,
each of them with advantages and drawbacks:

Reading range

Problems with liquids
and metals

Installation

Speed

Tag price

Low freq
(125-134 kHz)

0 to 10 cm

Less

Easy

Slow

High

High freq
(13.56 MHz)

0 to 1 m

Difficult

Easy

Fast

Medium

UHF
(860-960 MHz)

10 cm to 10 m

Very difficult

Difficult

Very fast

Low

Low and High frequency communicate by
inductive coupling (magnetic field) between
the reader and the tag. The frequencies used
for communication are standard all over the
world, so the same reader and tag can be
used in every country.
UHF tags communicate with the reader by
backscatter electric field, thus enabling
longer reading range. However, each region
(Europe, Asia, Japan, USA, Australia…)
allows different frequency bands and transmitting power, in such a way that the readers have to be configured properly to the
country where they will be installed.

We will now focus in High Frequency
ISO15693 technology. This standard defines
the air interface between the reader and the
tag in the same way as any other communication protocol is defined, Ethernet networking or wireless communications will
make it possible to use different brands of
readers and tags, meaning that you are not
tied to a certain manufacturer. ISO15693 is
the most extended protocol and it is also
compatible with Electronic Product Code
EPC ISO18000, although not with Gen2 tags
(they work in UHF band!)
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What is Ferroxtag?
Ferroxtag is a high frequency (13.56 MHz)
tag ISO15693 compliant, with a ceramic
magnetic antenna. This special antenna provides excellent performance in difficult
environments such as METALS and LIQUIDS.
Remember that typically when RFID tags are

placed on or near metal or liquids, performance degrades to the point where they are
no longer usable, or have a very poor performance as metals and water interfere with
the operation of the RFID tag antenna.

Why is Ferroxtag different compared to other tags?
The orientation of the antenna parallel to
the item prevents reflection of the reader
wave in the metallic item, while the magnetic antenna attracts the magnetic field
enabling operation in field absorbent environments like liquids, papers, cellulose,
wood (including pallets), food or any other
item with high moisture content. FERROXTAG is the perfect solution if there is a
requirement to read and identify items containing metal and/ or liquids.
Ferroxtag, like any other ISO15693 tag, can
be read with standard readers from most of
the vendors.

Depending on the reader power and the size
of the tag antenna the reading range can go
as far as 1.5 m, but typical values of 40 cm
can be achieved with a small tag 15 x 8 x 2
mm and a 4 watts reader.
Encapsulated tags are resistant to harsh
environments, surviving and operating at
high temperature, high humidity (even
inside the liquid), and mechanical stress.
Customers can also encapsulate the tags
themselves, in such a way that the can be
molded inside a plastic box, mounted on a
printed circuit board, or mounted inside the
item housing.
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Ferroxtag memory
One of the key features of RFID tags is their
memory. Each tag has a read only unique
identification number (UID) and some bytes
of read write memory. Depending on the IC
used to build the tag, the size and character-
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istics of the memory may vary; Ferroxtag
preferred partner is NXP Semiconductors, but
other IC's can be used upon request.
With standard NXP ICode SLI, the tag has the
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There are many options to get the best functionality of the memory, depending on the
application:
• Food industry: it is possible to record the
EAN128 label content directly on the R/W
memory of the tag in the pallet.
• Process control: make use of the UID to create a relation between a production lot and
the tag, in this case the UID will behave as
an index in a database. The advantage is
that the UID is read in a very short time
(just a few milliseconds), so fast moving
items in front of antenna can be read.

• Asset tracking: Inventory number as well as
product description can be recorded and
locked in the memory and variable values,
such as user or maintenance information
and can be reprogrammed as many times
as needed.
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